
Starting an Enterprise Risk 
Management Program from 

Scratch: A Case Study

Alan Hansen – Broward College

Scott Wightman – Gallagher



Agenda

1. Enterprise Risk Management (ERM) Overview and 

Its Role in Governance

2. ISO 31000 – The International Risk Management 

Standard

3. Risk Ownership Model

4. Generic Implementation Plan

5. Broward College: A Case Study



ERM Overview and Its 
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Risk
Traditional Definition

The possibility 

that something 

bad or 

unpleasant will 

happen.

Merriam-Webster



Risk Management
Traditional Definition

Minimizing the 

adverse effects 

of accidental 

losses.

The Institutes



Risk
Broadened Definition



Risk
Broadened Definition

The effect of 

uncertainty on 

objectives.

ISO 31000



Risk Management
Broadened Definition

Coordinated 

activities to direct 

and control an 

organization with 

regard to risk.

ISO 31000



Why is Risk Management Important?

1.
All organizations 

exist to achieve 

their objectives.

2.
Many internal and 

external factors 

affect those 

objectives, causing 

uncertainty about 

whether the 

organization will 

achieve its 

objectives.

3.
The effect this 

uncertainty has on 

an organization’s 

objectives is “risk.”
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In summary, the management of risk is central to the 

livelihood and success of all organizations.

Why is Risk Management Important?



The New View of Risk



RISK can be a threat or opportunity

The New View of Risk



RISK can be a threat or opportunity

Anything that can harm, prevent, delay, or 

enhance an organization’s ability to 

achieve objectives = RISK

The New View of Risk



Threat
Opportunity

Threat

Threat

Threat

Threat

Opportunity

Opportunity

Opportunity

Opportunity

Organizational 

Objective

The New View of Risk



Threat
Opportunity

Threat

Threat

Threat

Threat

Opportunity

Opportunity

Opportunity
Opportunity

The New View of Risk

Organizational 

Objective



Governance

Risk Management as an 

Integral Pillar of Governance
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Governance Mission

The board sets the 

overall mission and 

objectives of the 

organization and 

insists that its culture 

and values are 

aligned with that 

mission.

Risk Management as an 

Integral Pillar of Governance
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Strategy

Senior leadership, 

in conjunction with 

the board, develop 

strategic plans to 

carry out the 

organization’s 

mission and 

objectives.

Risk Management as an 

Integral Pillar of Governance
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Stewardship

Financial resources 

are developed and 

maintained to 

ensure the mission 

and strategic plans 

are adequately 

funded.

Risk Management as an 

Integral Pillar of Governance
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Quality

The quality of the 

organization’s 

programs are 

planned for and 

tested in order to 

maintain demand 

for the “product” in 

the long-term.

Risk Management as an 

Integral Pillar of Governance
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Risk

Risks to the 

organization in 

meeting its 

organizational 

objectives, 

including threats 

and opportunities, 

are identified, 

assessed, and 

treated.

Risk Management as an 

Integral Pillar of Governance



Risk Management as an 

Integral Pillar of Governance

Assurance
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Assurance

A strong 

management 

structure and 

culture is 

maintained to 

ensure proper 

reporting and 

accountability, and 

internal and 

external audits are 

utilized to bring 

board assurance.



ISO 31000



ISO 31000

The International 

Risk Management 

Standard

ISO 31000 Provides

the Architecture



ISO 31000

The International 

Risk Management 

Standard

Scalable

and

Tailorable



ISO 31000 Risk 
Management 

Model



ISO 31000 Risk 
Management 

Model



Risk Ownership Model



Oversight

Centralized Decentralized

Im
p

le
m

e
n

ta
ti

o
n Centralized

Where some have developed, 

but centralized

implementation requires 

significant staff and does not 

take advantage of current 

subject matter expertise

Decentralized

Oversight is at highest levels, 

including board, but 

implementation is pushed out 

to experienced subject matter 

experts through risk and 

compliance “ownership”

Where most entities have 

been, although with some

limited departmental 

oversight, but does not 

incorporate board-level 

reporting and accountability

Centralized Oversight-

Decentralized Implementation



Employment of “Ownership” Model is 

Critical

 Pushing work out to subject matter experts is 

essential to success

 Risk owners and compliance obligation owners:

- Develop risk treatment and compliance assurance 

plans

- Assemble work teams

- Communicate and report

- Monitor and evaluate

 At what level of the organization should ownership 

reside?



Administrative Tools

 Spreadsheets

 Enterprise software

 Governance, Risk & Compliance (GRC) software

- As part of RMIS

- As stand-alone cloud system

Functions to look for:

• Detailed risk and compliance obligation registers with multiple 

data points

• Dashboards for each risk and obligation with the ability to rank 

risks and catalogue treatment plans

• Risk rankings that flow into interactive, institutional heat maps

• Ability to manage delegations using email assignments and 

workflow through calendars

• Reporting tools for use at all levels of the organization



Generic Implementation 
Plan
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Broward College: A Case 
Study



Broward College

• Est. 1957

• 13 locations across Broward County, in South Florida

• 68,000+ students per year

• Launched ERM in 2019



What I Needed to Launch ERM…

• Affordable

• Easy to manage at all levels

• Software (user friendly)

• Efficient (workload low, return high)

• Champion/Lobbyist

• Integrate
• Pre or post-launch

• Consider existing cycles when setting ERM cycle and dates



ERM Organization at Broward College

Executive Team

CRO & Risk Management

Enterprise Risk & Compliance 
Management (ERCM) Committee 

(approx. 20)

Risk Owners (approx. 47)



ERM at Broward College

Risk Owner

• Document & Develop Controls

• Risk Treatment Plan

• Drives Risk Assessment & Identification

ERCM 
Committee

• Quarterly Meeting

• Oversite

• Resources

Executive 
Team

• Annual Report

• Additional Resource Support 



ERM Update to ERCM 2/10/2021

• Implementation Timeline

• Heat Map

• Annual Risk Reviews
• Summary of Changes as of 2/10/21

• ERCM Risk Review Schedule

• Refresher on ERCM Risk Review



ERM Implementation Timeline

Launch

Est. 
Enterprise 

Risk & 
Compliance 

Management 
(ERCM) 

Committee

Contracted 
Gallagher 

Bassett ERM 
Team

Identify & 
Assess Risks; 
Risk Owners

Train Risk 
Owners

Risk Owners 
Document 

Controls and 
Treatment 

Plans

ERCM 
Committee 

Reviews Risk, 
Controls & 
Treatment 

Plans

Report to 
Management 

Team

February March April-August September October-January February-
202120202019

2021 (Q1)



Sample Heat Map (2019)



Annual Risk Review

• First Annual Reviews January 2021
• Planned for January each year, 1-1.5 hours per meeting (some one-on-one, but mostly by department)

• Risk Management will meet with risk owners in each risk category to:
• Review institutional risks we’ve already identified (scoring, risk descriptions)

• Identify new risks, or remove risks

• This year's meetings include time to work on completion

• In advance of budget prep
• Updated scoring, risk treatment plans

• Institutional Risk considerations part of budget process



Summary of Changes (as of 2/10/21)

2020 Q4 2021 Q1 Change

Institutional Risks 111 109 -2

Controls 200 341 +141

Completion Rate 51% 85% +34%

ERCM Review 37% (11/30) 42% (13/31) +5%

Scores Increased 14*

Scores Decreased 8*

* Annual Review still in progress, will complete in February



2020/2021 ERCM Committee Review

August 2020 November 2020 February 10, 2021 May 12, 2021

Campus Emer. Prep – S&EP
Workplace Violence – S&EP 
Viol by Intrud or Terrst –
S&EP

Maint. Full BOT – GC
Unfunded Mandates - GC
Failure of IT to Cont Serv – IT

Employee Discrim & Harassmnt – TC
Inapp Relations Fac/Stu – TC

-
-
-
-

Student Attrition – AA
Equitable Acad Experien – AA
Experiential Learning Env – AA
Door Sec/Access Control – FAC

Protection of Minors – SS
Recruiting Diverse Stu Popul – SS
Retirement Program Mngmt – TC
eDiscovery Response – IT
Federal & State Funding - GC

Federal Fin. Aid Compl – FIN
Improp. Use of Gifts – ER
Fundraising Goals – ER
Environ. Incident – EH&S
Inaccessibility of Academic 
Programs - IT

Require Initial Committee Review (score 15+)



What will ERCM review?

• ERCM to review:
• Controls

• Risk Treatment Plan

• ERCM review a venue to discuss individual risks with risk owners

• ERCM to consider facilitation of risk owner’s risk treatment plan.



Potential Questions for Risk Owner

• Have we captured all existing Controls?

• Does Current Control Effectiveness feel right in light of Risk Rating 
and existing Controls?

• Does the Risk Treatment Plan have clear action items?

• Can ERCM committee offer support to Risk Owner on Risk Treatment 
Plan?



ERM at Broward College
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Where We Are Now & What’s Next

• Where we Are Now:
• In 3rd annual cycle

• Annual ERM Review Cadence 

• Integrated with Budget Cycle

• Managed Risk Owner reassignments

• What’s Next:
• Maturing the program

• Compliance using the ERM model

• Key Risk Indicators (KRI)

• Consider opportunity in addition to threat



What Went Well

• Standardization of risk language/understanding
• Likelihood/Impact, Controls

• Risk Owners, ERCM Committee Members, and Executive Team associating 
risks with a Risk Owner

• Sharing ideas, knowledge of existing controls

• Acceptance
• Champion

• Luck

• Presentation

• Simplicity

• Industry Specific Sample Risk Register



Challenges

• Have we captured all existing Controls?



Thank You!


